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Risk factors

• Background characteristics (age, gender, education level, work)

• Value (financial data; personal income, household income, value of 
financial assets, amount of savings)

• Visibility (frequency of 12 online activities; direct communication, 
targeted surfing, downloading, online gaming, online shopping, SNS)

• Accessibility (OS, virus scanner, computer skills, online risk 
perception)













A “population based survey 
experiment”

• Survey + Experiment (N=2426)
• Representative
• Objective measurements

• Measured:
• How people say they behave online
• Actual online behavior
• COM-B / PMT / time pressure / …



Measuring online 
behavior
• 7 behaviors:

• Use of passwords (*)
• Backing-up important files
• Installing updates
• Use of virus scanners and firewalls
• Being cautious online (*)
• Sharing personal information (*)
• Dealing with hyperlinks in e-mails

• All types of behavior: self-reported

• 3 types of behaviors: objective measures (*)



How (un)safe we 
behave

Password:
• Weak password (entropy<80): 89.2%
• Strong password (entropy 80+): 10.8%

Unsafe software:
• Installing unsafe software: 40.4%: yes

• Personal information
• Full name:  31.0%
• Date of birth: 37.5%
• Home address: 20.4%
• Last 3 digits bank account: 4.8%



About knowledge… (self reported + test)

Self reported behavior
• More knowledge = significant safer self reported behavior

Actual behavior
• More knowledge = significant more often weak password

• More knowledge = significant more often download unsafe software

• More knowledge = significant less often providing personal data





• Plaatje SOCIAAL KAPITAAL













Conclusies

Cybercrime = veelvoorkomende criminaliteit

- Geen afgebakende groep met verhoogde kans

- Weerbaarheid!

Cybercrime = high impact crime criminaliteit

- Grote impact op slachtoffers

Gedrag is moeilijk te sturen

- Alleen inzetten op meer ‘awareness’ is niet genoeg

- Vergeet gelegenheid en motivatie niet

Verdienmodellen van cybercriminelen?

- De cybercrimineel bestaat niet

- Gelegenheid…

- Meer fluide dan vaak gedacht: cafeteria style offending


